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Unit 207: E-Mail 2

Handout 2 – E-mail facilities

Resources provided by software eg e-mail encryption
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What is e-mail encryption?

Email encryption is the method of scrambling an email message that prevents people other than the intended recipient from reading it. 

The need for e-mail encryption 

These days e-mail is the most preferred method of communication, whether it is for private messaging or business purposes. The wide spread use of emails raises concerns for privacy, as communication can have a negative impact if in the wrong hands. To provide such privacy e-mail encryption should be used. 
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Why should e-mail encryption be used?

Just like you would not want anyone to hear your telephone conversation or read your private letter, you would not want a stranger to read your e-mail. E-mail sent over the Internet without encryption is about as secure as sending a postcard. An e-mail, sent from one PC, travels through many other computers to reach its destination. Anyone who has access to those computers where the mail passes through has the ability to read the email that stops by eg ISP staff, and hackers.

Hackers deliberately setup systems and make emails (and other traffic) pass through their systems. They then watch out and capture other peoples messages. An email without encryption is open to them like a message on a postcard.

Methods of e-mail encryption 

There are other methods of encrypting e-mails that are specific to software eg public and private keys, exchanging keys, asymmetric encryption, or digital signatures, etc. Below we will briefly look at how email encryption is achieved.
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One method of encrypting an email is to use “Public and Private Keys”. In this method the encryption software creates two keys. 

· One is “the public key” which is used to scramble email contents. 

· The other the “private key” which unscrambles the message. 

When you distribute your public key, you enable others to send you email that only you can unscramble. Your private key is like a credit card PIN, it is the only method of decoding the message, so you must keep it secret. 

Email encryption is a powerful tool to protect your privacy only if used properly. A professional hacker can easily defeat a poor encryption scheme; and even a strong encryption scheme by other methods eg by revealing your public key, or impersonating you to someone else. 

It is important that quality encryption software is used. There are many encryption programs that do not use secure techniques eg simply hiding files with a password doesn't necessarily provide e-mail security. 

Businesses are becoming more interested in email encryption as secure messaging technologies to keep their sensitive information private, prevent anyone from tampering with the contents of their messages, and authenticate the identity of both the sender and recipient.

There are now a variety of privacy and data protection regulations that apply to some organizations to ensure the security and privacy of their employees’ communication.

Practical Task

Research the Internet for different email encryption software, list their features, benefit, and any disadvantages that you think exist for using that software.
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